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System of  systems  engineering  (SoSE)  is  not  a  new
discipline;  however,  this  is  an  opportunity  for  the
systems engineering community to define the complex
systems  of  the  twenty-first  century  (Jamshidi  2009).
While systems engineering is a fairly established field,
SoSE represents  a  challenge for  the  present  systems
engineers on a global level. In general, SoSE requires
considerations  beyond  those  usually  associated  with
engineering  to  include  socio-technical  and  sometimes
socio-economic phenomena.
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Topics
Each part of the SEBoK is divided into knowledge areas
(KAs), which are groupings of information with a related
theme. The KAs in turn are divided into topics. This KA
contains the following topics:

Architecting Approaches for Systems of Systems
Socio-Technical Features of Systems of Systems
Capability Engineering

Characteristics and Definitionof
Systems of Systems
Maier  (1998)  postulated  five  key  characteristics  (not
criteria) of SoS: operational independence of component
systems,  managerial  independence  of  component
systems, geographical distribution, emergent behavior,
and evolutionary development processes, and identified
operational independence and managerial independence
as  the two principal  distinguishing characteristics  for
applying the term 'systems-of-systems.'  A  system that
does  not  exhibit  these  two  characteristics  is  not
considered  a  system-of-systems  regardless  of  the
complexity or geographic distribution of its components.

In the Maier characterization, emergence is noted as a
common  characteristic  of  SoS  particularly  in  SoS
composed of multiple large existing systems, based on
the challenge (in time and resources) of subjecting all
possible  logical  threads  across  the  myriad  functions,
capabilities,  and  data  of  the  systems  in  an  SoS.  As
introduced  in  the  article  Emergence,  there  are  risks
associated  with  unexpected  or  unintended  behavior
resulting from combining systems that have individually
complex behavior. These become serious in cases which
safety,  for example, is threatened through unintended
interactions among the functions provided by multiple
constituent systems in a SoS.

ISO/IEC/IEEE 21839 (ISO, 2019) provides a definition of
SoS and constituent system:

System  of  Systems  (SoS)  —  Set  of
systems or system elements that interact
to provide a unique capability that none of
the constituent systems can accomplish on
its  own.  Note:  Systems elements can be
necessary  to  facilitate  the  interaction  of
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the constituent systems in the system of
systems

Constituent  Systems  —  Constituent
systems can be part of one or more SoS.
Note: Each constituent is a useful system
by  itself,  having  its  own  development,
management  goals  and  resources,  but
interacts  within  the  SoS  to  provide  the
unique capability of the SoS.

In addition, there are several definitions of system(s) of
systems  (SoS),  some  of  which  are  dependent  on  the
particularity of an application area (Jamshidi, 2005).

It  should  be  noted  that  formation  of  a  SoS  is  not
necessarily  a  permanent  phenomenon,  but  rather  a
matter  of  necessity  for  integrating  and  networking
systems in a coordinated way for specific goals such as
robustness, cost, efficiency, etc.

The  US  DoD  (2008)  defines  Systems  of  Systems
Engineering  as  “planning,  analyzing,  organizing,  and
integrating the capabilities of a mix of existing and new
systems into an SoS capability greater than the sum of
the capabilities of the constituent parts”.

ISO/IEC/IEEE 15288 Annex G (2015) also describes the
impact of these characteristics on the implementation of
systems  engineering  processes.   Because  of  the
independence  of  the  constituent  systems,  these
processes  are  in  most  cases  implemented  for
engineering both the systems and the system of systems
and need to be tailored to support the characteristics of
SoS.  These  processes  are  shown  in  the  table  below
highlighting  the  fact  that  these  processes  are
implemented at both the system and SoS levels,  with
SoSE often constrained by the systems.

Table 1. Differences Between Systems and Systems of
Systems as They Apply to Systems Engineering.

SE Process Implementation as Applied to SoS

Agreement
processes

Because there is often no top level SoS
authority, effective agreements among
the systems in the SoS are key to
successful SoSE.

Organizational
project enabling
processes

SoSE develops and maintains those
processes which are critical for the SoS
within the constraints of the system level
processes.



Technical
management
processes

SoSE implements technical management
processes applied to the particular
considerations of SoS engineering -
planning, analyzing, organizing, and
integrating the capabilities of a mix of
existing and new systems into a system-
of-systems capability while systems
continue to be responsible for technical
management of their systems.

Technical
processes

SoSE technical processes define the
cross-cutting SoS capability, through SoS
level business/mission analysis and
stakeholder needs and requirements
definition. SoS architecture and design
frame the planning, organization and
integration of the constituent systems,
constrained by system architectures.
Development, integration, verification,
transition and validation are implemented
by the systems. with SoSE monitoring and
review. SoSE integration, verification,
transition and validation applies when
constituent systems are integrated into
the SoS and performance is verified and
validated.

Finally, based on work done by the INCOSE Systems of
Systems  Work  Group  (Dahmann,  2014),  the  major
challenges facing SoSE have been catalogued in terms of
seven pain points.  These challenges are presented in the
SoSE section of  the INCOSE SE Handbook.  (INCOSE
2015). These challenges include:

SoS Authorities.  In a SoS each constituent system
has its own local ‘owner’ with its stakeholders, users,
business processes and development approach. As a
result, the type of organizational structure assumed
for most traditional systems engineering under a
single authority responsible for the entire system is
absent from most SoS.   In a SoS, SE relies on cross-
cutting analysis and on composition and integration of
constituent systems which, in turn, depend on an
agreed common purpose and motivation for these
systems to work together towards collective
objectives which may or may not coincide with those
of the individual constituent systems.
Leadership.  Recognizing that the lack of common
authorities and funding pose challenges for SoS, a
related issue is the challenge of leadership in the
multiple organizational environment of a SoS.  This
question of leadership is experienced where a lack of



structured control normally present in SE of systems
requires alternatives to provide coherence and
direction, such as influence and incentives.   
Constituent Systems’ Perspectives. Systems of
systems are typically comprised, at least in part, of in-
service systems, which were often developed for other
purposes and are now being leveraged to meet a new
or different application with new objectives.  This is
the basis for a major issue facing SoS SE; that is, how
to technically address issues which arise from the fact
that the systems identified for the SoS may be limited
in the degree to which they can support the SoS.
 These limitations may affect the initial efforts at
incorporating a system into a SoS, and systems
‘commitments to other users may mean that they
may not be compatible with the SoS over time.
 Further, because the systems were developed and
operate in different situations, there is a risk that
there could be a mismatch in understanding the
services or data provided by one system to the SoS if
the particular system’s context differs from that of the
SoS.
Capabilities and Requirements. Traditionally (and
ideally) the SE process begins with a clear, complete
set of user requirements and provides a disciplined
approach to develop a system to meet these
requirements. Typically, SoS are comprised of multiple
independent systems with their own requirements,
working towards broader capability objectives.  In the
best case the SoS capability needs are met by the
constituent systems as they meet their own local
requirements. However, in many cases the SoS needs
may not be consistent with the requirements for the
constituent systems.  In these cases, the SoS SE
needs to identify alternative approaches to meeting
those needs through changes to the constituent
systems or additions of other systems to the SoS.  In
effect this is asking the systems to take on new
requirements with the SoS acting as the ‘user’.
Autonomy, Interdependencies and Emergence.
The independence of constituent systems in a SoS is
the source of a number of technical issues facing SE of
SoS.  The fact that a constituent system may continue
to change independently of the SoS, along with
interdependencies between that constituent system
and other constituent systems, add to the complexity



of the SoS and further challenges SE at the SoS level.
 In particular, these dynamics can lead to
unanticipated effects at the SoS level leading to
unexpected or unpredictable behavior in a SoS even if
the behavior of constituent systems is well
understood.
Testing, Validation, and Learning. The fact that
SoS are typically composed of constituent systems
which are independent of the SoS poses challenges in
conducting end-to-end SoS testing as is typically done
with systems.  Firstly, unless there is a clear
understanding of the SoS-level expectations and
measures of these expectations, it can be very
difficult to assess level of performance as the basis for
determining areas which need attention, or to assure
users of the capabilities and limitations of the SoS.
 Even when there is a clear understanding of SoS
objectives and metrics, testing in a traditional sense
can be difficult.  Depending on the SoS context, there
may not be funding or authority for SoS testing.  Often
the development cycles of the constituent systems
are tied to the needs of their owners and original
ongoing user base.  With multiple constituent systems
subject to asynchronous development cycles, finding
ways to conduct traditional end-to-end testing across
the SoS can be difficult if not impossible.  In addition,
many SoS are large and diverse making traditional full
end-to-end testing with every change in a constituent
system prohibitively costly.  Often the only way to get
a good measure of SoS performance is from data
collected from actual operations or through estimates
based on modeling, simulation and analysis.
Nonetheless the SoS SE team needs to enable
continuity of operation and performance of the SoS
despite these challenges.
SoS Principles.  SoS is a relatively new area, with
the result that there has been limited attention given
to ways to extend systems thinking to the issues
particular to SoS.  Work is needed to identify and
articulate the cross cutting principles that apply to
SoS in general, and to developing working examples
of the application of these principles.  There is a major
learning curve for the average systems engineer
moving to a SoS environment, and a problem with SoS
knowledge transfer within or across organizations.



Types of SoS
In today’s interconnected world, SoS occur in a broad
range of circumstances. In those situations where the
SoS is recognized and treated as a system in its right, an
SoS can be described as one of four types (Maier, 1998;
Dahmann and Baldwin, 2008, ISO 21839, 2019):

Directed - The SoS is created and managed to fulfill
specific purposes and the constituent systems are
subordinated to the SoS. The component systems
maintain an ability to operate independently;
however, their normal operational mode is
subordinated to the central managed purpose;
Acknowledged - The SoS has recognized objectives,
a designated manager, and resources for the SoS;
however, the constituent systems retain their
independent ownership, objectives, funding, and
development and sustainment approaches. Changes
in the systems are based on cooperative agreements
between the SoS and the system;
Collaborative - The component systems interact
more or less voluntarily to fulfill agreed upon central
purposes. The central players collectively decide how
to provide or deny service, thereby providing some
means of enforcing and maintaining standards; and
Virtual - The SoS lacks a central management
authority and a centrally agreed upon purpose for the
SoS. Large-scale behavior emerges—and may be
desirable—but this type of SoS must rely on relatively
invisible mechanisms to maintain it.

This taxonomy is based on the degree of independence
of  constituents  and  it  offers  a  framework  for
understanding  SoS  based  on  the  origin  of  the  SoS
objectives and the relationships among the stakeholders
for both the SoS and its constituent systems. In most
actual cases, an SoS will reflect a combination of SoS
types which may change over time. This taxonomy is in
general use. It is presented in 15288 Annex G and in ISO
21841,  "Taxonomy  of  Systems  of  systems".  Other
taxonomies  may  focus  on  nature/type  of  components,
their heterogeneity, etc. (Cook, 2014)

As  noted  above,  many  SoS  exist  in  an  unrecognized
state;  this  is  increasingly  true  as  the  levels  of
interconnectivity  between  modern  systems  keeps
increasing. Kemp et al (2013) describe such systems as



“accidental” but they can be described as “discovered”
(Dahmann and Henshaw, 2016) because it is only when
they  become  significant  for  some  reason  that  we
recognize them, at which point they can usually fall into
one of the above four categories, since their significance
means  they  must  now operate,  with  management,  in
some defined way.

From  the  SoSE  point  of  view,  another  potential
c lass i f i ca t ion  would  cons ider  the  leve l  o f
anticipation/preparation  of  SoSE  with  respect  to  SoS
operations and level of stability of the SoS objectives;
this is referred to as variability by Kinder et. al. (2012).
This  could  range  from  an  SoS  which  responds  to  a
particular trigger and is put immediately in place when
needs are expressed. An example of such an SoS would
be a crisis management SoS. This type of SoS is updated
dynamically during the operation.   At the other end of
the spectrum there are  well-specified and stable  SoS
developed to answer to specified ongoing needs.   An
example  of  such  a  persistent  SoS  is  an  air  traffic
management system. This type of SoS is acquired and
qualified in a well-defined environment and any need for
evolution  will  imply  a  formal  SE  evolution  and  re-
qualification.

While much of the early attention to SoS has focused on
Acknowledged SoS where current SE practices can be
adapted and applied, there is an increasing recognition
that the predominance of SoS exist in the collaborative
and  virtual  types  (Honour  2016),  and  in  those  areas
where SoS may not be officially recognized but affect
many  of  the  broader  capabi l i t ies  in  today’s
interconnected  world.   In  these  cases,  the  focus  is
shifting  to  understanding  SoS  as  socio-technical,
complex  adaptive  systems  rather  than  extensions  of
current technical systems with a focus on understand
and addressing the inherent complexity of these types of
SoS.

SoSE Application Domains
Application  of  SoSE  is  broad  and  is  expanding  into
almost  all  walks  of  life.  Originally  identified  in  the
defense  environment,  SoSE  application  is  now  much
broader  and  still  expanding.  The  early  work  in  the
defense sector has provided the initial basis for SoSE,
including  its  intellectual  foundation,  technical
approaches,  and  practical  experience.  In  addition,
parallel  developments in information services and rail
have helped to develop SoSE practice (Kemp and Daw,



2015). Now, SoSE concepts and principles apply across
other governmental, civil and commercial domains.

Some examples include:

Transportation - air traffic management, the
European rail network, integrated ground
transportation, cargo transport, highway
management, and space systems,
Energy - smart grid, smart houses, and integrated
production/consumption,
Health Care - regional facilities management,
emergency services, and personal health
management,
Defense - Military missions such as missile defense,
networked sensors,
Rail – Urban, national, international rail systems,
Natural Resource Management - global
environment, regional water resources, forestry, and
recreational resources,
Disaster Response - responses to disaster events
including forest fires, floods, and terrorist attacks,
Consumer Products - integrated entertainment and
household product integration,
Business- banking and finance,and
Media - film, radio, and television.

Increased  networking  and  interconnectedness  of
systems today contributes to growth in the number and
domains where SoS are becoming the norm, particularly
with  the  considerable  converge  among  systems  of
systems,  cyber-physical  systems  and  the  internet  of
things. (Henshaw, 2016).

Difference between System of
Systems Engineering and Systems
Engineering
Observations regarding differences between individual
or constituent systems and SoS are listed in Table 1.
These differences are not as black and white as the table
might suggest and in each case, the degree of difference
varies in  practice.  Modern systems tend to be highly
inter-connected, so that the assumptions that lead to the
characteristics of Systems Engineering in Table 2 are
less frequently met.



Table 2. Differences Between Systems
and Systems of Systems as They Apply
to  Systems  Engineering.  (INCOSE,
2018)

Systems tend to ... Systems of systems tend to ...

Have a clear set of
stakeholders

Have multiple levels of
stakeholders with mixed and
possibly competing interests

Have clear objectives
and purpose

Have multiple, and possibly
contradictory, objectives and
purpose

Have clear operational
priorities, with escalation
to resolve priorities

Have multiple, and sometimes
different, operational priorities with
no clear escalation routes

Have a single lifecycle
Have multiple lifecycles with
elements being implemented
asynchronously

Have clear ownership
with the ability to move
resources between
elements

Have multiple owners making
independent resourcing decisions

It is the characteristics of management and operational
independence  (Maier,1998)  that  most  fundamentally
distinguishes the behavior of SoS from unitary systems:
this  has  been  explained  by  Rebovich  (2009)  as  the
fundamental problem for SoS :

From the single-system community’s perspective, its part
of the SoS capability represents additional obligations,
constraints and complexities. Rarely is participation in
an SoS seen as a net gain from the viewpoint of single-
system stakeholders [Rebovich, 2009].

SoSE Standards
The first standards for system of systems engineering
have  been  adopted  by  the  International  Standards
organization.  These were initiated in 2016 response to
the report of an ISO SoS Standards study group (ISO,
2016) recognizing the increased attention to SoS and the
value  to  standards  to  the  maturation  of  SoSE.  Three
standards were adopted in 2019 (INCOSE 2020):

ISO/IEC/IEEE 21839 – System of Systems (SoS)
Considerations in Life Cycle Stages of a System

This standard provides a set of critical considerations to
be addressed at key points in the life cycle of systems



created by humans and refers to a constituent system
that will interact in a system of systems as the system of
interest  (SOI).  These  considerations  are  aligned  with
ISO/IEC/IEEE  15288  and  the  ISO/IEC/IEEE  24748
framework for system life cycle stages and associated
terminology.

ISO/IEC/IEEE 21840 – Guidelines for the
utilization of ISO/IEC/IEEE 15288 in the context
of System of Systems (SoS) Engineering

This  standard provides guidance for  the utilization of
ISO/IEC/IEEE  15288  in  the  context  of  SoS.   While
ISO/IEC/IEEE  15288  applies  to  systems  (including
constituent systems), this document provides guidance
on  application  of  these  processes  to  SoS.  However,
ISO/IEC/IEEE  21840  is  not  a  self-contained  SoS
replacement for ISO/IEC/IEEE 15288.  This document is
intended to be used in conjunction with ISO/IEC/IEEE
15288,  ISO/IEC/IEEE 21839 and  ISO/IEC/IEEE 21841
and is not intended to be used without them.

ISO/IEC/IEEE 21841 – Taxonomy of Systems of
Systems

The purpose of  this  standard is  to  define  normalized
taxonomies  for  systems of  systems (SoS)  to  facilitate
communications  among  stakeholders.  It  also  briefly
explains what a taxonomy is and how it applies to the
SoS to aid in understanding and communication.
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